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1 Introduction

As per Clause 10 of the Central Electricity Authority (Grid Standards), Regulations, 2010:
“Islanding Schemes- (1) The Regional Power Committees shall prepare Islanding schemes
for separation of systems with a view to save healthy system from total collapse in case of
grid disturbance. (2) The Entities shall ensure proper implementation of the Schemes
referred to in sub regulation (1).”

The 2012 Grid Disturbance and ensuing National Blackout is recent memory. Further the
Oct'2020 Mumbai Blackout has reinforced the requirement of safeguarding the critical
Capital loads in the entire country. In this respect, Islanding Scheme for Guwahati has been
designed to safeguard the essential and critical loads of Guwahati. Furthermore, in the event
of failure of the national grid, the supply of power to the super-critical and critical loads of
Guwahati will be ensured via this scheme. Thereafter, the rest of Assam Grid, NER Grid
and Indian Grid can be extended power from this Island.

The Island consists of generators connected at 400kV level, ISTS lines and numerous state
transmission lines/stations with DISCOM loads. The participants for the commissioning and
operation of the Islanding Scheme are as follows:

a) AEGCL - Assam Electricity Grid Corporation Ltd.

b) APDCL — Assam Power Distribution Corporation Ltd.

C) APGCL — Assam Power Generation Corporation Ltd.

d) PGCIL — Power Grid Corporation of India Ltd.

e) NTPC — National Thermal Power Corporation Ltd.

1.1 Brief information of the Island

¢ Anticipated Load — 658.27 MW

e Anticipated Generation — 863.5 MW

e Ratio between Anticipated Generation and Anticipated Load = 1.29
(=863.5/658.27) i.e. Anticipated Gen is 31.17% more than Anticipated Load.

e As per SOP Design Protocol 1(xxiii) “/Islanded system should preferably have 20%
excess generation than load.” So, considering the maximum load of the island the
all three machines of BgTPP (3*250 MW) and KLHEP of APGCL (2*50 MW+13
MW) are required in the Island.
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Figure 1: Formation of Guwahati Island along with generating stations of “NTPC-
BgTPP & KLHEP (Including Myntriang)”

Power from NTPC and KLHEP will be supplied to Guwahati Capital and adjacent areas post
island formation through 400kV and 220kV Transmission networks. All other elements in
the periphery will be disconnected during Island formation.

Figure 2: 400kV and 220kV Transmission links between NTPC — Guwahati and
KLHEP - Guwahati
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1.2 Details of Generating Station Participating in the Guwahati Island:

S Description Compan No. of | Total

No. P pany Units | Capacity
Bongaigaon Thermal Power Plant

1. (BgTPP) NTPC 3 750 MW
Karbi Langpi HEP (KLHEP) + Myntriang 100

2 |sHeP APGCL  12+1 | e 13.5MwW
TOTAL 863.5 MW

Table 1: Participating Generation in the Island

1.3 Details of Participating Loads in the Island:

S. No. | Substation ::N?\?va)city :VII\:V)\(Ii)mum Anticipated Load
1 400/220/132/33 kV Mirza 75 45.8

2 220/132/33 kV Sarusajai 113 94.5

3 132/33 kV Kabhilipara 191.5 100

4 132/33 kV Sishugram 121.5 89.18
5 132/33 kV Kamakhya 80 33.75
6 220/33 kV Jawaharnagar 100 54.75
7 132/33 kV Narangi 65 55.17
8 132/33 kV Azara 90 32.5

9 220/132/33kV Sonapur 50 24.78
10 132/11kV AIIMS 25 21.57
11 132/33kV Chandrapur 61.5 37.73
12 132/33 kV Dispur 32 13.2
13 é?jl/:);e g\{_lo(s:i\t/\:llhatl Medical 100 425
14 132/33 KV Paltan Bazar 100 16.92

TOTAL 662.35

Table 2: Participating Load in the Island
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1.4 Categorization of Loads based on Priority:

Total Maximum | Cumulative
S| Name of the | ,p Transformation | PRIORITY Load Load  (In
No. | Stations Capacity (MVA) Observed | MW)
pacity (in MW)

1 132/_33 KV AllICTs (1to 5) | 191.5 PRIORITY -1 155.34 100
Kahilipara
132/33 KV

p | Guwahat AIlICTs (110 2) | 100 PRIORITY - 2 42.5 142.5
Medical College
& Hospital

3 1:.32/11 . N ICT-1 16 PRIORITY -3 6.40 148.9
Dispur (Capital)

4 1:.32/11 . N ICT-2 16 PRIORITY - 4 6.80 155.7
Dispur (Capital)
132/33 KV

5 PALTAN AllICTs (1to2) | 100 PRIORITY -5 16.92 172.62
BAZAR

6 132/33 kV AllICTs (1to 2) | 50 PRIORITY -6 24,78 197.4
Sonapur

7 132/33 kV Azara | AllICTs (1to2) | 90 PRIORITY -7 32.50 229.9

8 132/33 . kV AllICTs (1t0 2) | 65 PRIORITY - 8 55.17 285.07
Narangi

9 1:.52/33 KV ICT-2 31.5 PRIORITY -9 22.18 307.25
Sishugram

10 1?’2/33 KV ICT-3 40 PRIORITY - 10 33.70 340.95
Sishugram

11 132/33. . kV AllICTs (1t0 3) | 113 PRIORITY - 11 94.50 435.45
Sarusajai

12 400/2_20/1 32133 ICT-1 25 PRIORITY - 12 21.20 456.65
kV Mirza

13 220733 kV ICT-1 50 PRIORITY - 13 30.91 487.56
Jawharnagar
132/33 kv

14 AIIMS ICT-1 25 PRIORITY - 14 21.57 509.13

15 400/2.20/1 32/33 ICT-2 50 PRIORITY - 15 24.60 533.73
kV Mirza

16 132/33 KV AllICTs (1to2) | 61.5 PRIORITY - 16 37.73 571.46
Chandrapur

17 132/33 kV ICT-1 40 PRIORITY - 17 28.18 599.64
Kamakhya

18 132/33 KV ICT-2 40 PRIORITY - 18 5.57 605.21
Kamakhya

19 1:.32/33 KV ICT-1 50 PRIORITY - 19 33.30 638.51
Sishugram

20 220733 KV ICT-2 50 PRIORITY - 20 23.84 662.35
Jawharnagar

Maximum Load Observed in Guwahati: 662.35 MW

Table 3: Priority wise Categorization of Loads

Due to the dynamic nature of the growth and integration of load at 33kV level which may result
in varied criticality of the feeders (super-critical/critical etc.), it is found more prudent to consider
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control of connected load at 33kV level by tripping the LV side of the ICTs for maintaining load-
generation balance within healthy limits. Priority List (Merit Order) is given in table below:

1.5

Islanding Forming Loads and ICTs

SI. No.

Name of the Stations

ICT

CAPACITY

33 kV Feeders connected

132/33 kV
KAHILIPARA

ICT-1

40

33KV Jalukbari

Fancy Bazar/ Fatasil/fancy
bazar

Nabard

ICT-2

40

Borbari/ narengi

33kV Kahilipara

SLDC+ Capacitor Bank

ICT-3

30

33kV Ulubari-1

33kV Medical (Main)

33kV Jawaharnagar-I

33kV Shubham

ICT-4

50

33kV Ulubari-2

33kV Jawaharnagar-2

33kV Medical (Alt)

ICT-5

31.5

33kV paltanbazar (Alt)

33kV Barsapara

33kV Ulubari-3

33kV Dispur/ Capital/ Jatia

132/11 KV  Dispur
(Capital)

ICT-1

16

11kV GAD ( Dispur Complex)

11KV Capital & RP Road
(Dispur Complex)

11KV New South

ICT-2

16

11KV New Jatia

11 KV Ganesh Mandir

11KV New assembly

132/33 kV SONAPUR

ICT-1

25

33 kV Sonapur

33 kV Digaru

33 kV Khetri

ICT-2

25

Two No.(2) numbers of 33 kV
Bus Connected with a
Sectionliser.

132/33 kV AZARA

ICT-1

40

33kV Mirza

Bus Coupler Connected

I1|Page




Sl. No.

Name of the Stations

ICT

CAPACITY

33 kV Feeders connected

ICT-2

50

33 KV Godebori-Azara

132/33 kV NARANGI

ICT-1

25

33 kV Bamunimaidam Feeder

33 kV Narangi Industrial Feeder

ICT-2

40

33 kV Jaica Feeder

33 kV Uzan-Bazar Feeder

33 kV Zoo-Road Feeder

132/33 kV
SISHUGRAM

ICT-2

31.5

33kV Amingaon

33kV Kamalpur

33kV North Guwahati

33kV Topcem

33kV Changsari (Transformers
| & Il normally run in parallel

ICT-3

40

33kV IIT

33kV Sualkuchi

33KV Hajo

33kV BSPL

33kV Sivsai

33kV DRDO

132/33 kV SARUSAJAI

ICT-1

50

Jawaharnagar

Garbhanga

Fatasil

ICT-2

31.5

33 KV Sarusajai-Mirza

Paltan Bazar

Station service

ICT-3

31.5

Mega Alloy

Bhetapara

Garchuk

400/220/132/33 kV
MIRZA

ICT-1

25

33 KV Kukurmara-NITB
(Airport) Feeder

220/33 kV
JAWHARNAGAR

ICT-1

50

33 KV INDIAN
FEEDER

HOTEL

33 KV GARBHANGA FEEDER

33 KV JAWAHARNAGAR
FEEDER

10

132/33 kV AlIMS

ICT-1

25

(i) 33 KV AIMS Feeder-|
(Supplying Power to AIIMS)

(ii) 33 kV AlIMS Feeder-Il
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SI. No. | Name of the Stations |ICT CAPACITY | 33 kV Feeders connected
Consortium Feeder
400/220/132/33 kV ICT2 | 50
11 MIRZA IT G Feeder
33kV Narengi
12 132/33 kV ICT-1 1315 33kV Bamunimaidan
CHANDRAPUR IcT-2 | 30 33kV Mayong
33kV Colony
33kV KAMAKHYA LOCAL
ICT-1 |40 33kV FANCY BAZAR
13 132/33 kV KAMAKHYA Station transformer
33kV FATASIL
ICT-2 1 40 33kV GMDA
14 132/33 kV IcT-1 | 50 33kV EPIP (Transformers | &1
SISHUGRAM normally run in parallel)
33 KV SONAPUR FEEDER
15 220/33 kV ICT-2 | 50
JAWHARNAGAR 33 KV 12 MILE FEEDER
16 Medical College & S/S under Construction
Hospital ICT-2 50
132/33 KV PALTAN | ICT-1 50 .
17 BAZAR ICT2 50 S/S under Construction

Table 4: Island forming Feeders and ICTs

1.6 Categorization of Loads based on Priority:

Due to the dynamic nature of the growth of the loads at 33kV and the resulting shifts in the
criticality of the feeders, it is found to be more prudent to consider control of connected loads
at 132kV level. Therefore, for disconnection of loads, disconnection from the HV side of the
ICTs catering to the loads had to be considered through use of heavy-duty relays. Thus, a
Priority (Merit order) listing of the connected loads has been prepared based on assessment

by SLDC.
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Maxi Cumulati
Total mum ve Load
Transform Load (In MW)
Sl Name of the . ation PRIORITY  Obse
No. Stations .
Capacity rved
(MVA) (in
MW)
1 132{??3 kV  AllICTs (1 1915 PRIORITY - 1 100 100
Kahilipara to 5)
132/33 KV 42.5 142.5
Guwahati
2 Medical SIZI)CTS (1 100 PRIORITY -2
College &
Hospital
3 1?’2/11 .kV ICT-1 16 PRIORITY -3 64 148.9
Dispur (Capital)
4 132/11 .kV ICT-2 16 PRIORITY -4 68 155.7
Dispur (Capital)
132/33 KV 16.92  172.62
5 PALTAN SIZI)CTS (1 100 PRIORITY -5
BAZAR
6 132/33 kV Al ICTs (1 50 PRIORITY - 6 2478 1974
Sonapur to 2)
7 132/33 kV Al ICTs (1 90 PRIORITY - 7 32.5 229.9
Azara to 2)
8 132/33. kV  AllICTs (1 65 PRIORITY - 8 55.17  285.07
Narangi to 2)
9 1.32/33 kv ICT-2 31.5 PRIORITY -9 22.18 1 307.25
Sishugram
10 1?2/33 kV ICT-3 40 PRIORITY - 10 33.7 34095
Sishugram
11 132/33“ kV  AllICTs (1 113 PRIORITY - 11 94.5 435.45
Sarusajai to 3)
12 400/2_20/132/33 ICT-1 25 PRIORITY - 12 21.2  456.65
kV Mirza
13 220/33 kV ICT-1 50 PRIORITY - 13 3091  487.56
Jawharnagar
132/33 kV 21.57 509.13
14 AlIMS ICT-1 25 PRIORITY - 14
15 400/2_20/132/33 ICT-2 50 PRIORITY - 15 246  533.73
kV Mirza
16 132/33 kV  AllICTs (1 615 PRIORITY - 16 37.73 571.46
Chandrapur to 2)
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17 132/33 kV ICT-1 40 PRIORITY - 17 28.18 | 599.64
Kamakhya

18 132133 kV ICT-2 40 PRIORITY- 18 357 60521
Kamakhya

19 1.32/33 kv ICT-1 50 PRIORITY - 19 33.3 63831
Sishugram

20 220/33 kV ICT-2 50 PRIORITY - 20 23.84  662.35
Jawharnagar

Maximum Load Observed in Guwahati: 1 662.35 MW

Table 5: Priority of loads

1.7 Locations where UFR will operate

System frequency has been taken as primary indicator of grid stability. In the event of a fall in
frequency, primary defence mechanism like ADMS and secondary defence mechanism like
AUFLS/UFR shall spring into action. Even after that when the grid frequency falls further then
at frequency of 47.9 Hz the Island shall be formed by operation of Under Frequency Relays
installed at the strateqic locations as below:

Sl.

No.

Name of Sub-
station

Elements to be opened

Name of
the
utility

UFR Location

400kV/220 kV
Bongaigaon

1.Dia 416, 417 & 418
2. Dia 420 & 419
3. Dia 422 & 423
. Dia 425, 427 & 426
. Dia 413, 414 & 415
. Dia 410, 411 & 412
. Dia 407, 408 & 409
. Dia 404, 405 & 406
9. Dia 401, 402 & 403

o0 ~NO oA~

POWERGR
ID

Bongaigaon

BgTPP NTPC

400 kV Bongaigaon Line 2

NTPC

BgTPP

400/220 kV
Azara

1. 400kV SILCHAR LINE MAIN
BAY;
2. 400kV SILCHAR LINE TIE
BAY

AEGCL

Azara

220kV BTPS

1. 220kV RANGIA LINE I;

2. 220kV RANGIA LINE I,
3. 220kV SALAKTI (PG) LINE I;
4. 220kV SALAKATI (PG) LINE

Il;

AEGCL

BTPS
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Name of

Sl.| Name o-f Sub- Elements to be opened the UFR Location
No. station .
utility
5. 220/132kV, 160MVA ICT-I:
6. 220/132kV, 160MVA ICT-II
7.220/132kV, SPARE ICT BAY
220/132/33kV | 1. 132kV UMTRU LINE I -
°|  Sarusajai 2. 132kV UMTRU LINE II AEGCL Sarusajai
132/33kV 1. 132kV UMTRU LINE I N
61 Kahilipara 2.132kV UMTRU LINE II AEGCL Kahilipara
1.220/132KV, 100MVA ICT-I:
7 ZZOA” ?aZkV 2. 220/132kV, 160MVA ICT-II; AEGCL Agia
9 3. 220/132kV, 160MVA ICT-III
220/132kV | 1. 220/132kV, 100MVA ICT-I:
8 Boko 2. 220/132KV, 50MVA ICT-II AEGCL Boko
g| 132/33kV 1.132kV TRACTION LINE AEGCL Kamakhya
Kamakhya
0 220/33KV 1. 220kV SAMAGURI LINE AEGCL Jawaharnagar
Jawaharnagar
1. 220kV SAMAGURI LINE:
11 22%/;32/ ‘z::kv 2. 132KV BAGJHAP LINE I AEGCL Sonapur
P 3. 132kV BAGJHAP LINE II
1. 132kV KAMALPUR LINE I:
220/132 kV :
2. 132kV KAMALPUR LINE II:
12 AM":;?SAON 3. 132KV HAJO LINE: AEGCL AM":;?SAON
4. 220/132kV, 160MVA ICT-I
5. 220/132kV, 160MVA ICT-II
13| 132/33KV 1. 132kV BAGJHAP LINE AEGCL Chandrapur
Chandrapur
Karbi Langpi Karbi Langpi
14 o - APGCL S Ep

Note: Few additional quantities are kept in BoQ to be used in case of any extra

element to be added.

Table-6: Elements to be opened for forming the Island
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1.8 Load and Generation Control Points in the island

After island has formed the load and generation of the island will be maintained in a balanced
proportion by tripping the loads or generators to bring the frequency at equilibrium. The table
mentioned below consist of details of loads and units for maintaining load — generation

balance.

Sl.
No.

Name of Station

Name of Elements where heavy-
duty relay will be installed for
LGBR.

Name of
Utility

BgTPP NTPC

1. Unit-1
2. Unit-2
3. Unit-3
4. 400 kV Bongaigaon (PG) line-1

NTPC

400/220 kV Azara

1. 132/33kV, S0MVA ICT-l,
2. 132/33kV, 50MVA ICT-II

AEGCL

220/132/33 kV Sarusajai

1. 132/33kV, 31.5MVAICT-I;
2. 132/33kV, 31.5MVA ICT-II;
3. 132/33kV, 50MVA ICT-IlI

AEGCL

132/33 kV Kahilipara

1. 132/33kV, 40MVA ICT-l;
2. 132/33kV, 40MVA ICT-I;
3. 132/33kV, 50MVA ICT-IlI
4. 132/33kV, 30MVA ICT-IV
5. 132/33kV, 31.5MVA ICT-V

AEGCL

132/33 kV Sisugram

1. 132/33kV, 50MVA ICT-I
2. 132/33kV, 40MVA ICT-lI
3. 132/33kV, 50MVA ICT-lII

AEGCL

132/33 kV Kamakhya

132/33kV, 40MVA ICT-I
132/33kV, 40MVA ICT-II

AEGCL

220/33 kV Jawaharnagar

220/33kV, 50MVA ICT-;
220/33kV, 50MVA ICT-II

AEGCL

132/33 kV Narengi

132/33kV, 50MVA ICT-I
132/33kV, 50MVA ICT-II

AEGCL

132/33 kV Azara

132/33kV, 40MVA ICT-I
132/33kV, 40MVA ICT-II

AEGCL

10

220/132/33 kV Sonapur

132/33kV, 25MVA ICT-I
132/33kV, 25MVA ICT-II

AEGCL

11

132/33 kV AlIMS

. 132/33kV, 25MVA ICT-I
132/33kV, 25MVA ICT-II

NN RN SR YRR RPN N

AEGCL

12

220/132 kV AMINGAON
GIS

1. 132/33kV, FUTURE ICT-l,
2. 132/33kV, FUTURE ICT-II

AEGCL

13

132/33 kV Chandrapur

1. 132/33kV, 31.5MVA ICT-I
2. 132/33kV, 30MVA ICT-II

AEGCL
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Name of Elements where heavy-
SI. . . . Name of
No. Name of Station duty relay will be installed for Utility
LGBR.
14 132/33 kV Guwahati 1. 132/33kV, 50MVA ICT-I AEGCL
Medical College 2. 132/33kV, 50MVA ICT-II
1. 132/33kV, 50MVA ICT-I
15 | 132/33 kV Paltan Bazar 2. 132/33KV. 50MVA ICT-II AEGCL
1. Unit-1
16 Karbi Langpi HEP 2. Unit-2 APGCL
3. Myntriang SHEP
. 1. 132/11kV, 16MVA ICT-I
17 132133 Dispur 2. 132/111kV, 16MVA ICT-I| AEGCL
Note: Few additional quantities are kept in BoQ to be used in case of any extra
element to be added.

Table-7: Name of Elements where heavy-duty relay will be installed for LGBR

1.9 Transmission Network Pre and Post Island Formation

Figure 3: Transmission network prior to Island formation
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Figure 4: Transmission network after Island Formation

1.10 Initiation of Island Formation (Stage-1):

In the stage -1, the Guwahati Island will be formed by tripping all the tie lines/ICTs connected
to the Identified Guwahati Island. The Formation of Island will take place by implemented
(Under Frequency Relay) UFR scheme, wherein the UFRs will pick up signal whenever
frequency reaches 47.9 Hz.

Figure 5: Connection diagram for station with two number of UFR is installed
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1.11 Logic of the Scheme for maintain Load generation balance in the Island (Stage-2):

Post Island formation, the monitoring and control software at SLDC/NERLDC will perform the
following tasks:

a. Confirmation of Island formation
b. Maintaining Load — Generation Balance by disconnecting Load or Generation
c. Effective monitoring and control of the created Island

Figure 6: Brief of the software to be implemented for Guwahati Island

Some of the possible Grid Conditions and action required are discussed below:
Assumptions/ Legend (Variables):
Total Generation BGTPP + KLHEP =G
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Present Load = L

Possible cases that can occur in island are described below along with the logic:

Figure 7: Logic of “Load — Generation balance post Island formation”

1) Case-1: When Total Generation (G) is within prescribed range:
No action is required

Note: In practical scenario, the generation cannot be matched exactly to 1.2 times of load;
therefore, for implementation of logic, a range of 1.15L to 1.25L has been considered.

2) Case-2: When Total Generation (G) is less than 1.15 times of the present Load (L):

Trip command to one of more ICTs to disconnect load at 33kV according to Priority/Merit
order starting from the least priority

3) Case-3: When Total Generation (G) is more than 1.25 times of the present Load (L)

For optimum operation of generation and for lesser stress on Generators, the lowest unit
Generation (KLHEP) may be considered at the starting point

The above load-generation balance will be maintained by the “Internal Logic Decision” by
the implemented Software. Software would maintain a list of loads/ICTs and Generators
which when disconnected would being the generation within the healthy range of 1.15*L
<G<1.25L

1.12 Control data flow between SLDC/NERLDC and field end equipment:
Control data flow between SLDC/NERLDC and field end equipment is given below:
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Figure 9: Control Signal from SLDC/NERLDC to station
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2 Proposed System Architecture and Scope of Work

2.1 Architecture

As per the requirement of the Islanding & Load Shedding System, the following System
Architecture is proposed:

Figure 9: Architecture of Guwahati Island Scheme

As illustrated in the architecture diagram, an Islanding Central Control Unit (CCU)/Phasor
Data Concentrator (PDC) along with the Workstation (HMI/EWS system) will be provided at
the SLDC and NERLDC control centers. These central controllers will execute the islanding
and load-shedding logics from the central level.
At the substations and generating stations participating in the scheme, dedicated Islanding
Panels shall be installed. Each panel will house Phasor Measurement Units (PMUs), GNSS
Receivers, and Industrial Grade Layer-3 Ethernet Switches. These devices will be
interconnected locally and integrated with the wide-area system through Fiber Optical
Terminal Equipment (FOTE) over the ULDC fiber optic backbone.
All PMUs installed at the substations will report their synchro-phasor data simultaneously to
two PDCs/CCUs:

e One installed at SLDC.

e Another installed at NERLDC
This redundancy ensures high system reliability. The PDCs/CCUs will exchange data and
control messages with each other through a secure channel via the Next Generation
Firewalls (NGFWs) and Routers. These interconnections enable the two central controllers
to coordinate and determine which CCU will act as the master controller at any given time,
responsible for:

« Island formation,

« Load—generation balancing within the island,
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« Issuing load shedding or generator tripping commands through the communication
backbone.

The architecture ensures redundancy, cybersecurity, and real-time coordination across all
levels of the system, from substations to the central control centres.
The PMUs will be exchanging the real time data of feeders (analog as well as digital) under
monitoring with the PDC/CCU installed at the SLDC/NERLDC through IEEE C37.118
protocol, however PMUs shall also support IEC 61850 or Secure IEC 60870-5-104 protocols
in order to receive the tripping command from PDC/CCU.
Using the data collected from the PMUs and combination of the advanced automation
applications in PDC/CCU, the PDC/CCU shall send trigger bits/command through Secure
IEC 60870-5-104 to the PMUs in the field for the operations of the feeders at the participating
substations to achieve the desired generation and load shedding scheme.
Further, all necessary measures to ensure cyber security of Sub Station, Power Station as
well as well as Control Centre equipment shall be taken. The PMU based scheme is
proposed in view of fast response time of PMUs as well as its capability to implement logical
functions.
The contractor shall arrange for conducting the cyber security audit of entire Islanding
scheme system (free of cost) through CERT-In empanelled auditor before operational
acceptance of the system. The contractor shall submit the signed report of the cyber security
audit. Further the contractor shall ensure to close all the vulnerabilities (if any) found in the
cyber security audit before initiation of guarantee period. The contractor shall ensure that
Security and Testing of Cyber Assets of Islanding Scheme shall be carried out as per the
Article 13 of CEA (Cyber Security in Power Sector) Guidelines, 2021.
All the software and hardware provided by the bidder for Guwahati Islanding Scheme shall
be loaded with valid license with a validity until the expiration of AMC of Guwahati Islanding
Scheme. In case of end-of-life support or expiration of license of any of the
software/hardware, the bidder shall ensure upgradation of license/replacement of software
or hardware free of cost so as to meet the functionalities of Guwahati Islanding Scheme.

2.2Scope of Work

1. The Contractor shall supply, install, test, and commission all necessary hardware
strictly in accordance with the technical specifications provided in this document. This
shall include but not be limited to PMUs, PDC/CCU, GNSS &NaVIC receivers, Layer-
3 switches, routers, Next Generation Firewalls, HDR panels, and all related
accessories, cabling, and auxiliaries.

2. The Contractor shall supply, install, test, and commission all necessary software as
per the specifications. The supplied software shall be fully licensed, updated, and
capable of performing all functions required for successful implementation of the
Guwahati Islanding Scheme.

3. The Contractor shall implement the islanding and load-shedding logic of the
Guwahati Islanding Scheme as described in this specification, or as finalized during
detailed engineering in consultation with the Owner.
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. The Contractor shall design and implement the Control Centre systems, integrating
all supplied hardware and software into a unified and functional architecture.

. The Contractor shall design and implement the complete system for both Control
Centre and Remote Stations, ensuring seamless integration of field devices with the
Control Centre over the ULDC/AEGCL fiber optic network.

. The Contractor shall provide all drawings, documentation, and configuration records
necessary for system implementation, operation, and future maintenance. This
includes “As-Built” drawings, configuration manuals, and system inventory.

. The contractor shall provide all the engineering files, configuration files, configuration
manuals, etc. of various devices being deployed in the Guwahati Islanding Scheme.
The same will be handed over to owner in view of future modifications.

. The Contractor shall ensure that all works are executed in compliance with prevailing
cyber security, communication, and grid operation standards (IEC, IEEE, CEA, and
IEGC provisions, as applicable).

. Training: Contractor shall provide the training to Manpower of AEGCL as described

below in order to grasp the system functionality

Sl. | Description Number
’ .p. of Manday Number of Participants Modules
No. | of Training .
required
15 (comprising of AEGCL — | To be finalized by the
T&C wing, protection wing, OEM during project
Control communication wing, SLDC | €xecution. The training
wing + PGCIL representative | Should include both
Centre + NTPC representative (as theoretical concepts
1. Hardware 7 days P . and hands-on
and NTI?C and Bpngalgaon PG software-based
Software are included in the scheme) programs, along with
+ representative from demonstration and
NERLDC + representative troubleshooting
from APGCL) features of the entire
network architecture.
15 (comprising of AEGCL — | To be finalized by the
T&C wing, protection wing, OEM_during projgc_t
communication wing, SLDC | execution. The training
Substation wing + PGCIL representative | Should include both
Hardware + NTPC representative (as theoretical concepts
2. 7 days ) and hands-on
and NTPC and Bongaigaon PG software-based
Software are included in the scheme) programs, along with
+ representative from demonstration and
NERLDC + representative troubleshooting
from APGCL) features of the entire
network architecture.
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3 Technical Specifications of various components utilized in Islanding
Scheme

3.1Phasor Measurement Unit

Substations and generating stations are generally equipped with Current Transformers
(CTs) for each bay in the switchyard, along with Capacitive Voltage Transformers/Potential
Transformers (CVTs/PTs) provided in each transmission line bay and on each bus.
Typically, CTs are designed with one metering core and four protection cores, while CVTs
are provided with three cores for metering and protection purposes.

The Phasor Measurement Units (PMUs) offered shall be connected to the available CT and
CVT cores, and they shall be suitable for measurement from both metering and protection
cores. The specific cores to be utilized for PMU connections shall be finalized during the
detailed engineering stage.

The Phasor Measurement Units (PMUs) to be supplied under this specification shall be
installed at designated Substations and Power Stations. Each PMU shall communicate with
the Phasor Data Concentrator (PDC), which is to be supplied by the bidder and installed at
the SLDC/NERLDC, in compliance with the IEEE C37.118.1-2011, IEEE C37.118.2-2011,
IEEE C37.118.1a-2014, or IEC/IEEE 60255-118-1:2018 standards (including all subsequent
amendments). Preference shall be given to PMUs conforming to IEC/IEEE 60255-118-
1:2018.

The supplied PMUs shall be mounted within the panels provided by the bidder. All
associated hardware, including panels, accessories, and cabling required for proper
installation and operation, shall also be provided by the bidder.

The PMUs shall be compatible with secure IEC 60870-5-104 and IEC 61850 communication
protocols. The CCU/PDC shall be capable of issuing islanding commands to the PMUs using
IEC 61850 R-GOOSE or secure IEC 60870-5-104, and shall also report the required data
points to the SLDC/NERLDC SCADA over secure IEC 60870-5-104. The successful
demonstration of this functionality shall be carried out by the bidder during Factory
Acceptance Testing (FAT) and Site Acceptance Testing (SAT).

The PMUs shall be designed for continuous operation in utility-grade environments and shall
comply with the standards, protocols, and performance criteria specified herein.

3.1.1 General Requirements

The offered PMUs shall be supplied as complete systems suitable for installation at
substations or power plants. They shall be capable of seamless communication with the
CCU/PDC located at the SLDC/NERLDC. All required cables, connectors, and installation
hardware shall be provided by the bidder. As a general practice, the PMUs shall be installed
near the control and relay panels, with CT/PT and CVT connections extended from these
panels.

3.1.2 Communication Interfaces

For integration with the PDC/CCU, each PMU shall be equipped with at least two (02)
Ethernet port of 10/100 Base-Tx and two (02) optical fibre port of 100 Mbps. The optical
ports should support both single mode and multiple modes. These ports shall support
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streaming of data in UDP/IP multicast or unicast and TCP/IP modes in compliance with IEEE
C37.118. The Ethernet port shall allow direct connection to the substation communication
equipment, and the PMU shall also be capable of reporting data over TCP/IP also.

3.1.3 Data Reporting Capability

The PMU shall be capable of synchro-phasor reporting to a minimum of four (04) clients
over TCP and at least four (04) clients over UDP in multicast or unicast mode. The device
shall be capable of transmitting data both in multicast and unicast configurations as required
by the system operator. The PMU must primarily report data via its proprietary protocol along
with the other protocols mentioned in the document.

3.1.4 Power Supply

The PMUs shall be suitable for operation on unearthed DC supplies of 220 V, 110 V, or 48
V with an operating tolerance of +10% and —15%. In addition, the PMUs shall also be
capable of operating on an AC auxiliary supply of 230 V, 50 Hz (+10%). The bidder shall
ensure that the supplied units can operate reliably with any of the available supply voltages
at the substation.

3.1.5 Reporting Rate

The PMUs shall support user-selectable synchro-phasor reporting rates of 50 frames per
second, or higher, for a 50 Hz system. PMUs with higher reporting rates shall be given
preference. All hardware and software supplied shall be adequately sized to support the
maximum reporting rate offered by the device.

3.1.6 Protocol Support

The PMUs shall support multiple protocols to ensure interoperability with CCU and SCADA
systems. These shall include:

¢ Routable GOOSE (R-GOOSE) and IEC 61850-90-5,

e |EEE C37.118.2-2011 (Communication), IEEE C37.118.1-2011 with Amendment
IEEE C37.118.1a-2014 (Measurement), or IEC/IEEE 60255-118-1:2018 (preferred),

e |EC 61850 Editions 1 and 2,

e |EC 60870-5-104 Client and Server protocols with secure implementation in
compliance with IEC 62351-5 and IEC 62351-3 to ensure authentication, encryption,
and integrity of communications.

o |EEE 1588 PTP or SNTP/NTP or IRIG-B for precise time synchronization.

3.1.7 Measurement Capabilities

Each PMU shall be capable of measuring and reporting three (03)-phase voltage phasors
(magnitude and angle), three (03)-phase current phasors (magnitude and angle), positive
sequence voltage and current (magnitude and angle), breaker status, main protection
status, frequency, rate of change of frequency (ROCOF), and analog quantities such as MW
and MVAr. Measurement coverage shall be provided for a minimum of three (03) bays per
PMU as specified in the Bill of Quantities.
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3.1.8 Time Synchronization

The PMU shall be supplied with a GNSS &NaVIC receiver for accurate time synchronization.
The internal PMU clock shall be synchronized with the GNSS &NaVIC clock and revert to
an internal oscillator with stability of at least 1 ppm upon loss of GNSS &NaVIC signal. The
PMU shall generate an alarm in the event of GNSS signal loss, and the alarm shall be
transmitted to the PDC. The PMU shall maintain TVE, frequency error, and ROCOF within
the limits specified in IEEE C37.118 and its amendments. The PMU shall also time
synchronise with control centre’s clock over NTP for time synchronization, in case of failure
of GNSS &NaVIC.

3.1.9 Protection and Monitoring Functions

The PMU shall include continuous self-monitoring and diagnostic features capable of
detecting and reporting internal faults or abnormal conditions. All alarms shall be displayed
locally and reported to the PDC, with status indications provided on the PMU front panel.

3.1.10 Configuration and display

The PMU shall support Configuration Frames 2 and 3. A local display, embedded in PMU,
shall be provided to display measured voltages, currents, frequency, active, reactive, and
apparent power, power factor, primary and secondary phasors, positive, negative, and zero-
sequence values, and breaker and protection status. Remote configuration via PDC/CCU
over the same communication channel used for reporting shall be supported.

Alternatively portable configuration device for configuring the PMUs can be provided.
Testing & configuration accessories such as test switches, connectors, hardware and
software shall be also supplied.

3.1.11 Cybersecurity and NMS compatibility

The PMU shall incorporate robust cybersecurity features. Access shall be role-based and
password-protected, with logs maintained for all access attempts. Configuration changes
shall require authorized access, and all such changes shall be logged and reported to the
PDC/CCU. The PMU shall be protected from external threats including malware and spam.
Compliance with IEC 62351 or equivalent cybersecurity standards shall be ensured, and
secure firmware upgrades shall be supported.

The PMUs shall support network monitoring by the NMS for device availability and health
supervision. The PMU shall expose parameters such as device status, communication port
status, CPU and memory utilization, and internal alarms via standard protocols including
ICMP, SNMP, and Syslog. This information shall be used exclusively for device monitoring
in the NMS.

3.1.12 Data Streaming

The PMU shall support multiple independent data streams. Each stream shall be individually
configurable with respect to contents, reporting rate, class of service (P or M),
communication mode (TCP/UDP), and destination IDCODE.
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3.1.13 Performance Classes

The PMUs shall meet the requirements of both P-Class and M-Class performance as
specified in IEEE C37.118.1-2011, IEEE C37.118.1a-2014, or IEC/IEEE 60255-118-1:2018.
The reporting class shall be user-selectable. Certified test reports demonstrating compliance
with both classes shall be submitted by the bidder.

3.1.14 Accuracy and Frequency Range

The PMUs shall measure electrical parameters with specified accuracy in the frequency
range of 48 Hz to 52 Hz, in accordance with I[EEE C37.118.1 standards. Data shall remain
available outside this band, and the PMU shall ensure that the effect of frequency deviations
on measurement accuracy remains within the permissible limits of the applicable standards.

3.1.15 Environmental and Reliability Requirements

The PMU shall be suitable for continuous operation in utility environments with an ambient
temperature range of —10 °C to +60 °C and relative humidity up to 95% non-condensing.
The design shall comply with IEC 60068 standards for temperature, humidity, and vibration
testing, as well as IEC 61000 for EMC/EMI compliance. The PMU shall withstand seismic
conditions in line with IEEE 693 or equivalent. The design shall target a minimum MTBF of
100,000 hours, and hot-swappable modules or redundant designs shall be preferred.

3.1.16 Redundancy and Latency

The PMU shall support redundant communication paths over Ethernet and fiber. Dual
redundant AC/DC power supply inputs shall be provided. End-to-end latency shall not
exceed 20 ms for P-Class operation at 50 fps, in compliance with IEEE C37.118.

3.1.17 Interoperability and Testing

The PMUs shall be interoperable with PDCs and SCADA systems of multiple vendors. The
bidder shall demonstrate interoperability and compliance with all functional requirements
during Factory Acceptance Tests (FAT) and Site Acceptance Tests (SAT). All features
specified in this document shall be successfully validated during FAT and SAT.

3.1.18 Documentation

The bidder shall provide comprehensive documentation to establish compliance with IEEE
and IEC standards. This shall include details of supported performance classes,
measurement functions, certified test results, equipment settings used in testing, and
environmental conditions during testing.

3.2Phasor Data Concentrator (PDC)/ Central Control Unit (CCU)

The delivered system shall provide both the core Phasor Data Concentrator (PDC) functions
and the additional Central Control Unit (CCU) features in one integrated package. The PDCs
shall be designed to ensure continuous and uninterrupted availability of synchro-phasor data
to all users and applications. They shall serve as the backbone for wide-area monitoring of
the power system and shall be engineered with due consideration for the reliability,
redundancy, and performance requirements of such critical applications. The supplied CCU
shall support secure IEC 60870-5-104 as well as IEC 61850 GOOSE and Routable GOOSE
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(R-GOOSE) protocols for exchanging control and operational data with PMUs installed in
the field, thereby enabling system protection and control functionalities. The system shall
also include all required software tools for graphical display, real-time monitoring, report
generation, alarm management, and secure storage of synchro-phasor data for offline
analysis and post-event diagnostics.

3.2.1 Characteristics of the PDC/CCU

a.

The PDC/CCU shall always maintain up-to-date configuration information for all input
and output streams. It shall automatically request updated configuration files from PMUs
or other PDCs whenever it has been offline for more than one minute, in accordance
with IEEE C37.118. PMUs shall indicate in their data frames if their configuration has
changed, enabling the PDC to request the new configuration file. The same mechanism
shall apply when a PDC is receiving synchro-phasor data from another PDC.

The PDC/CCU shall be capable of retrieving the data stream configuration from a PMU
or another PDC after an interruption and restoration of incoming data streams. It shall
also forward the corresponding updated configuration information to its output
destinations.

The PDC/CCU shall have the capability to request a device capability file (list of all
available signals) from PMUs or PDCs, combine them, and transmit the consolidated
list to its output destinations, in accordance with IEEE C37.118.

The PDC/CCU shall perform comprehensive sanity checks on received configurations,
including verification of CRC, expected vs. received byte counts, and other consistency
checks.

The PDC/CCU shall detect configuration changes by comparing newly received
configuration files with previously stored versions. Upon detecting a change, it shall take
action based on user-defined rules to reconfigure its outputs and communicate changes
to all affected destinations and applications. In addition, the system shall support secure
remote configuration of PMUs or other PDCs from the PDC, with proper authorization
and authentication.

The PDC/CCU shall comply with the latest revision of IEEE C37.244-2013.

The PDC/CCU shall provide a user-friendly graphical user interface (GUI) for
configuration, system monitoring, and administration.

The PDC/CCU shall include extensive diagnostic features for detecting data format
errors, data quality issues, and communication failures, including verification of received
configurations, CRC checksum errors, and byte count mismatches.

The PDC/CCU shall support auto-configuration of input streams, automatic adaptation
to input changes, and automatic reconnection in case of connection losses.

The PDC/CCU shall support configurable data sampling rates from 1 to 100 samples
per second.

The application processing latency of the PDC/CCU shall not exceed 2 ms for up to 100
PMUs and 5 ms for up to 500 PMUs.

The PDC/CCU shall support highly configurable data output streams, allowing
independent configuration of data format, reporting rate, PMU/channel names, wait
times, and other parameters for each output stream.
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m. The PDC/CCU shall support secure IEC 60870-5-104 protocol for data distribution to

SCADA/EMS systems.

The PDC/CCU shall support redundant power supply inputs (DC and/or AC) and
redundant communication interfaces to ensure uninterrupted operation in case of
hardware or link failures.

The PDC/CCU shall support secure role-based access control, with authentication and
audit trails for all configuration changes, in compliance with IEC 62351 cybersecurity
standards.

The PDC/CCU shall provide health monitoring of hardware and software components,
with automatic generation of alarms in case of abnormal conditions such as high CPU
utilization, memory faults, or disk failures.

The PDC/CCU shall support automatic backup of configuration files and logs, with
restoration capability in case of hardware or software failures.

The PDC/CCU shall support seamless failover between Main and Backup PDC/CCU
sites to ensure continuity of service in the event of disaster recovery operations or major
downtime of main PDC/CCU.

The PDC/CCU shall support time synchronization with GNSS/IRIG-B/PTP and ensure
all processed and archived data is time-stamped accurately to Indian Standard Time
(IST).

The PDC/CCU shall support phasor data scaling, conversions, and ID code changes.
The PDC/CCU shall support archiving of data in relational databases and COMTRADE
file formats.

The PDC/CCU shall support the formation of logic schemes required for successful
implementation of islanding schemes.

The PDC/CCU shall be capable of generating islanding and load shedding commands
to PMUs or field devices through IEC 60870-5-104 protocol.

The PDC/CCU shall be capable of issuing islanding commands to PMUs over the same
communication channel used for data reception.

It shall be possible to modify the islanding logic in the PDC/CCU during the Defect
Liability Period (DLP) and Annual Maintenance Contract (AMC) period. The
arrangement for making such modifications shall be within the scope of the bidder

3.2.2 Functions of the PDC/CCU

Data Acquisition

a.

b.

C.

The PDC/CCU shall collect and aggregate synchro-phasor data received directly from
PMUs located at various substations and generating stations in full compliance with
IEEE C37.118 standards, at user-selectable phasor data reporting rates.

The PDC/CCU shall conform to IEEE C37.118 streaming protocol standards for both
input phasor data streams and the combined output stream.

The phasor data set shall include, at a minimum, three-phase voltage phasors, three-
phase current phasors, eight (08) digital inputs, positive sequence voltage and current,
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active and reactive power (MW and MVAr), frequency, and rate of change of frequency
(ROCOF) from each monitored feeder and generator.

d. Where active and reactive power values are not measured directly by PMUs, the
PDC/CCU shall calculate these parameters internally.

Data Exchange with Other PDCs

a. The PDC/CCU shall be capable of receiving real-time synchro-phasor data streams from
PMUs and from other PDCs. It shall support parsing, interpreting, and forwarding of
synchro-phasor data in full compliance with IEEE C37.118 protocol.

b. The PDC/CCU shall be able to re-transmit aggregated synchro-phasor data to higher-
level PDCs, ensuring scalability of the Wide Area Measurement System (WAMS).

c. The PDC/CCU shall support bi-directional data exchange between any pair of PDCs.

Data Exchange with SCADA/EMS Systems

a. The PDC/CCU shall support seamless data exchange with SLDC/NERLDC
SCADA/EMS systems at the Control Centres using either IEC 60870-5-104 or ICCP
protocols.

3.2.3 Communication Protocols supported by PDC/CCU

The PDC/CCU shall support both UDP and TCP operating modes for communicating with
PMUs and peer CCUs/PDCs. It shall be configurable to use either TCP or UDP for
messaging and data exchange with each PMU or PDC/CCU, depending on system
requirements.

IEEE C37.118 Protocol

a. The PDC/CCU shall, at a minimum, fully support IEEE C37.118.2-2011 standard
communication protocol between PDC/CCU and PMUs for synchro-phasor data
reception and messaging.

b. The PDC/CCU shall fully support IEEE C37.118.2-2011 protocol for PDC/CCU-to-
PDC/CCU data reception and messaging.

c. The PDC/CCU shall also support extended messaging communication protocols based
on IEEE C37.118.2-2011 to enable additional PDC/CCU-to-PDC/CCU messaging
functions.

d. For measurement compliance, the system shall support IEEE C37.118.1-2011 with
Amendment IEEE C37.118.1a-2014 or IEC/IEEE 60255-118-1:2018, the latter being the
preferred standard.

Secure IEC 60870-5-104 Protocol

a. The PDC/CCU shall support IEC 60870-5-104 Client and Server protocols to collect
data from slave devices and report data to higher-level hosts or SCADA/EMS systems.
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b. IEC 60870-5-104 implementation shall comply with IEC 62351-5 and IEC 62351-3 to
ensure authentication, encryption, and integrity of communications (“Secure 104”).

IEC61850Protocol

a. The PDC/CCU shall support IEC 61850 Server functionality, including GOOSE and
Routable GOOSE (R-GOOSE) communication, with support for both Edition 1 and
Edition 2.

b. The PDC/CCU shall support IEC 61850 Client functionality, also covering both Edition
1 and Edition 2.

c. The PDC/CCU shall support IEC 61850-90-5 for synchro-phasor data transfer over
wide-area networks.

IP Multicast Support

a. The PDC/CCU shall be capable of supporting IP multicast when using UDP/IP for
synchro-phasor data streaming. It shall support receiving UDP/IP multicast input data
from multiple PMUs or PDCs, and transmitting output data as UDP/IP multicast and/or
TCP/IP unicast streams. The destination multicast IP address shall be user
configurable.

Time Synchronization Messaging

a. The PDC/CCU shall support IEEE 1588 Precision Time Protocol (PTP) and IRIG-B
for time synchronization and accurate time-stamped data delivery.

Redundancy and Failover

a. The PDC/CCU shall provide dual redundant communication interfaces (Ethernet
and/or fibre) with automatic failover to ensure continuity of data streams without
packet loss.

Configuration Characteristics

a. The PDC/CCU shall provide administrative tools for system configuration and
management. These shall include, but not be limited to:

i.  Connection management of PMUs.

ii. Configuration of data output streams.
iii.  User profile and access management.
iv.  Alarm threshold configuration.

34|Page



3.2.4 PLC Logic

The PDC/CCU shall support IEC 61131-1 compliant logic features, enabling the
development of custom logics for automation, protection, and control functions at the control
centre. The logic environment shall support all five programming languages defined in IEC
61131-3, namely:

Sequential Function Chart (SFC)
Function Block Diagram (FBD)
Ladder Diagram (LD)

Structured Text (ST)

Instruction List (IL)

®oo0 oo

The PDC/CCU shall provide powerful tools for online debugging, simulation, and validation
of IEC 61131-3 applications within the system itself. It shall also be possible to define and
manage a list of variables, including data-type variables, arrays, and structured data types,
for use in logic applications.

The IEC 61131-3 logic functionality shall be used to develop and execute custom control
centre applications, including islanding schemes, generator tripping, and load shedding
logics, to maintain grid stability and balance system frequency under abnormal operating
conditions. The outputs of these logics shall be linked with the command execution functions
of the PDC/CCU, enabling the system to issue islanding and load shedding commands to
PMUs and field devices through IEC 60870-5-104 and/or IEC 61850 R-GOOSE protocols.

3.2.5 Redundant Data Handling

The PDC/CCU shall be capable of handling redundant data streams provided by alternate
devices, either in aggregated or time-aligned PMU outputs. The system shall allow the
operator to designate a preferred source for data to be included in an output stream and
configure one or more alternate sources to be used if the preferred data fails to arrive.
Whenever an alternate data source is used, the PDC/CCU shall clearly indicate this
condition in the output stream.

3.2.6 Duplicate Data Handling

The PDC/CCU shall be capable of identifying and managing duplicate data received via
alternate communication paths or through both aggregated and time-aligned streams. The
system shall use the data that arrives first within the defined waiting period and discard any
duplicates received later. The PDC/CCU shall also be capable of validating received data,
selecting only error-free inputs for use, and discarding all data streams containing errors.
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